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(b) En route failures. Except as provided in 
paragraphs (c) and (g) of this section, where 
a controlling locomotive that is operating 
in, or is to be operated within, a PTC- 
equipped track segment experiences PTC 
system failure or the PTC system is other-
wise cut out while en route (i.e., after the 
train has departed its initial terminal), the 
train may only continue in accordance with 
all of the following: 

(1) Except as provided in paragraph (b)(5) of 
this section, where no block signal system is 
in use, the train may proceed at a speed not 
to exceed 40 miles per hour; however, if the 
involved train is transporting one or more 
cars containing PIH materials, excluding 
those cars containing only a residue of PIH 
materials, the train may only proceed at a 
speed not to exceed 30 miles per hour. 

(2) Where a block signal system is in place: 
(i) A passenger train may proceed at a 

speed not to exceed 59 miles per hour; 
(ii) A freight train transporting one or 

more cars containing PIH materials, exclud-
ing those cars containing only a residue of 
PIH materials, may proceed at a speed not to 
exceed 40 miles per hour; and 

(iii) Any other freight train may proceed 
at a speed not to exceed 49 miles per hour. 

(3) Where a cab signal system with an 
automatic train control system is in use, the 
train may proceed at a speed not to exceed 79 
miles per hour. 

(4) A report of the failure or cut-out must 
be made to a designated railroad officer of 
the host railroad as soon as safe and prac-
ticable. 

(5) Where the PTC system is the exclusive 
method of delivering mandatory directives, 
an absolute block must be established in ad-
vance of the train as soon as safe and prac-
ticable, and the train shall not exceed re-
stricted speed until the absolute block in ad-
vance of the train is established. 

(6) Where the failure or cut-out is a result 
of a defective onboard PTC apparatus, the 
train may continue no farther than the next 
forward designated location for the repair or 
exchange of onboard PTC apparatuses. 

(c) Exception for alternative system failure 
procedure. A railroad may submit for ap-
proval a PTCSP, an RFA, or an Order of Par-
ticular Applicability with an alternative sys-
tem failure procedure other than that re-
quired by paragraph (b) of this section. FRA 
may, in its discretion, approve such an alter-
native system failure procedure if it provides 
similar requirements of, and an equivalent 
or greater level of safety as, the require-
ments of paragraph (b) of this section. 

* * * * * 

(f) [Reserved] 
(g) Temporary exceptions. From October 21, 

2014 through the 24 months following the 
date of required PTC system implementation 

established by section 20157 of title 49 of the 
United States Code— 

(1) A railroad’s PTCSP or Order of Par-
ticular Applicability may provide for compli-
ance with the en route failure requirements 
of § 236.567 instead of paragraph (b) of this 
section where a controlling locomotive that 
is operating in, or is to be operated within, 
a PTC-equipped track segment experiences 
PTC system failure or the PTC system is 
otherwise cut out while en route; 

(2) A train may proceed as prescribed under 
either paragraph (b) of this section or 
§ 236.567 where the PTC system fails to 
initialize for any reason prior to the train’s 
departure from its initial terminal; and 

(3) A railroad’s PTCSP may provide for the 
temporary disabling of PTC system service 
where necessary to perform PTC system re-
pair or maintenance. In this paragraph (g)(3), 
‘‘PTC system service’’ does not refer to the 
failure of the onboard PTC apparatus for a 
single locomotive, locomotive consist, or 
train. 

(i) The PTCSP shall specify appropriate 
operating rules to apply when the PTC sys-
tem is temporarily disabled in accordance 
with this paragraph (g)(3). 

(ii) The railroad shall make reasonable ef-
forts to schedule the temporary disabling of 
PTC system service for times posing the 
least risk to railroad safety. 

(iii) The railroad shall provide notice to 
the FRA regional office having jurisdiction 
over that territory at least 7 days in advance 
of planned temporary disabling of PTC sys-
tem service and contemporaneous notice for 
unplanned temporary disabling of PTC sys-
tem service. 

(iv) The PTC system that is temporarily 
disabled in accordance with this paragraph 
(g)(3) shall be placed back into service with-
out undue delay. 

(h) Annual report of system failures. Annu-
ally, by April 16 of each year following the 
date of required PTC system implementation 
established by section 20157 of title 49 of the 
United States Code, each railroad shall pro-
vide FRA with a report of the number of PTC 
failures that occurred during the previous 
calendar year. The report shall identify fail-
ures by category, including but not limited 
to locomotive, wayside, communications, 
and back office system failures. 

§ 236.1031 Previously approved PTC 
systems. 

(a) Any PTC system fully imple-
mented and operational prior to March 
16, 2010, may receive PTC System Cer-
tification if the applicable PTC rail-
road, or one or more system suppliers 
and one or more PTC railroads, sub-
mits a Request for Expedited Certifi-
cation (REC) letter to the Associate 
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Administrator. The REC letter must do 
one of the following: 

(1) Reference a product safety plan 
(PSP) approved by FRA under subpart 
H of this part and include a document 
fulfilling the requirements under 
§§ 236.1011 and 236.1013 not already in-
cluded in the PSP; 

(2) Attest that the PTC system has 
been approved by FRA and in operation 
for at least 5 years and has already re-
ceived an assessment of Verification 
and Validation from an independent 
third party under part 236 or a waiver 
supporting such operation; or 

(3) Attest that the PTC system is rec-
ognized under an Order issued prior to 
March 16, 2010. 

(b) If an REC letter conforms to para-
graph (a)(1) of this section, the Asso-
ciate Administrator, at his or her sole 
discretion, may also issue a new Type 
Approval for the PTC system. 

(c) In order to receive a Type Ap-
proval or PTC System Certification 
under paragraph (a) or (b) of this sec-
tion, the PTC system must be shown to 
reliably execute the functionalities re-
quired by §§ 236.1005 and 236.1007 and 
otherwise conform to this subpart. 

(d) Previous approval or recognition 
of a train control system, together 
with an established service history, 
may, at the request of the PTC rail-
road, and consistent with available 
safety data, be credited toward satis-
faction of the safety case requirements 
set forth in this part for the PTCSP 
with respect to all functionalities and 
implementations contemplated by the 
approval or recognition. 

(e) To the extent that the PTC sys-
tem proposed for implementation 
under this subpart is different in sig-
nificant detail from the system pre-
viously approved or recognized, the 
changes shall be fully analyzed in the 
PTCDP or PTCSP as would be the case 
absent prior approval or recognition. 

(f) As used in this section— 
(1) Approved refers to approval of a 

Product Safety Plan under subpart H 
of this part. 

(2) Recognized refers to official action 
permitting a system to be implemented 
for control of train operations under an 
FRA order or waiver, after review of 
safety case documentation for the im-
plementation. 

(g) Upon receipt of an REC, FRA will 
consider all safety case information to 
the extent feasible and appropriate, 
given the specific facts before the agen-
cy. Nothing in this section limits re- 
use of any applicable safety case infor-
mation by a party other than the party 
receiving: 

(1) A prior approval or recognition re-
ferred to in this section; or 

(2) A Type Approval or PTC System 
Certification under this subpart. 

§ 236.1033 Communications and secu-
rity requirements. 

(a) All wireless communications be-
tween the office, wayside, and onboard 
components in a PTC system shall pro-
vide cryptographic message integrity 
and authentication. 

(b) Cryptographic keys required 
under paragraph (a) of this section 
shall: 

(1) Use an algorithm approved by the 
National Institute of Standards (NIST) 
or a similarly recognized and FRA ap-
proved standards body; 

(2) Be distributed using manual or 
automated methods, or a combination 
of both; and 

(3) Be revoked: 
(i) If compromised by unauthorized 

disclosure of the cleartext key; or 
(ii) When the key algorithm reaches 

its lifespan as defined by the standards 
body responsible for approval of the al-
gorithm. 

(c) The cleartext form of the cryp-
tographic keys shall be protected from 
unauthorized disclosure, modification, 
or substitution, except during key 
entry when the cleartext keys and key 
components may be temporarily dis-
played to allow visual verification. 
When encrypted keys or key compo-
nents are entered, the cryptographi-
cally protected cleartext key or key 
components shall not be displayed. 

(d) Access to cleartext keys shall be 
protected by a tamper resistant mecha-
nism. 

(e) Each railroad electing to also pro-
vide cryptographic message confiden-
tiality shall: 

(1) Comply with the same require-
ments for message integrity and au-
thentication under this section; and 

(2) Only use keys meeting or exceed-
ing the security strength required to 
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